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OITPEJEJIEHUSA

B HacTosimieM JOKYMEHTE HCHOJIB3YIOTCS CIEAYIOIIUE TEPMUHBI U UX
ONpEICIICHHUS.

ABTOMATH3MPOBAHHAS HH(pOpPMaALIMOHHAS cucrema (AUC) —
rocyapcTBeHHass HMH(POpPMAllMOHHAs CHUCTEMa, COCTOsIIAas W3 IMepcoHala |
KOMIUIEKCA CPEACTB  aBTOMATU3allMM  €ro  JEATEIIbHOCTH, pEaU3yHoLIas
MH(OPMAIIMOHHYIO TEXHOJIOTUIO BBITIOJHEHUSI YCTAHOBJICHHBIX (DYHKIIUH.

AyTeHTH(UKALMSA OTHPABHUTES] JAHHBIX — TOJTBEPXKIECHUE TOTO, UYTO
OTIIPABUTEIb MOJIYYEHHBIX JAHHBIX COOTBETCTBYET 3aBICHHOMY.

be3onacHOCTh MEPCOHANBHBIX [JAHHBIX — COCTOSHUE 3allMIIEHHOCTH
NEPCOHAIBHBIX  JIaHHBIX, XapaKTepU3yeMoe CHOCOOHOCTHIO  MOJB30BATENCH,
TEXHHYECKUX  CPEACTB ¥  WH(POPMAIMOHHBIX  TEXHOJOTUH  OOECIECUUTh
KOH(PUACHIIMATBLHOCTh, IEJIOCTHOCTh U JOCTYITHOCTh MEPCOHAIBHBIX JAHHBIX MPU
ux oobpabotke B AUC

buomerpuyeckue mepcoOHaJIbHbIE JAaHHbIC — CBEACHUS, KOTOPHIE
XapaKkTepU3yIOT (PU3NOJIOTHYECKUE OCOOCHHOCTH YE€JIOBEKa U Ha OCHOBE KOTOPBIX
MO>XHO YCT@HOBUTH €T0 JIMYHOCTb, BKJIIOYas (ororpaduu, OoTIeYaTKU MaibIIEB,
o0pa3 ceTyaTKu TIJ1a3a, OCOOEHHOCTH CTPOEHHUS Tela M JIPYrylo MOJOO0HYIO
uHdOpMaIHIO.

bioknpoBaHne mNEPCOHANBHBIX JAHHBIX — BPEMEHHOE IpPEKpallcHUE
coopa, cucTeMaTH3allM¥, HAKOIUICHHs, MCIOJb30BaHUs, pPaCHpPOCTPaHEHUS,
MEPCOHAIILHBIX JIAHHBIX, B TOM YHUCJIE X MEPE/Iayu.

Bupyc (KoMnbHOTEePHBbIH, HIPOrPAMMHBIN) — UCIIOJHIEMBIN IIPOIPAMMHBIN
KOJT WM UHTEPIPETUPYEMbId Ha0Op MHCTPYKIMM, OOJafarolmuidi CBOMCTBAMU
HECAaHKLIMOHUPOBAHHOIO PACIPOCTPAHEHUs U camoBocrpous3BeneHus. Co3naHHbIe
nyOnuKaThl KOMITBIOTEPHOTO BHpyca HE BCErjJa COBIAJAIOT C OPUTMHAJIOM, HO
COXPAHSIIOT COCOOHOCTh K JTanbHEHIIEMy pacrpoCTpaHEHUIO u
CaMOBOCITPOU3BEICHMUIO.

BpenonocHass  mporpamma —  mOporpamMma, —NOpeJHa3HaY€HHAs IS
OCYIIECTBJICHHUS HECAHKIIMOHUPOBAHHOTO JIOCTyNa U (WJM) BO3ICHCTBUS Ha
nepcoHabHbIe TaHHbIe UK pecypcbl AVC.

BcnoMorartesibHble TeXHHMYECKHE CPeICTBA M CHCTEMbI — TEXHUYECKHUE
CpEJICTBA M CUCTEMBI, HE TIPeIHA3HAYCHHBIC IS Tepenayu, 00paboTKU M XpaHEHUs
MEPCOHANBHBIX  JIAHHBIX, YCTAaHABIMBAEMbI€ COBMECTHO C TEXHHUYECKUMU
CpEICTBaMH U CHUCTEMaMHM, MpPEAHA3HAYEHHBIMH [JIs1 0OpabOTKH MEpPCOHAIBHBIX
JTAHHBIX WM B TIOMEIICHUSX, B KOTOPBIX ycTaHoBJeHbI AVC.

Jloctyn B omepamuoHHyl cpeny kommbloTepa (AUC)— mnomydeHue
BO3MO)KHOCTH 3allyCKa Ha BBIMIOJHEHHE INTaTHBIX KOMaH, (DYyHKUMHA, Mpouexyp
OTEpPAIMOHHON CHCTEMbl (YHHUYTOXKEHUSI, KOIUPOBAHUS, TEPEMEUICHUs] U T.IL.),
UCTIOJTHSIEMBIX (haliJIOB MPHKJIIAIHBIX TIPOTPaAMM.

Joctyn kK wuH(OpMAMM — BO3MOXKHOCTh TMONMy4YeHHs WHGPOpPMAIMA U €e
UCMOJIb30BaHUS.

3aki1a104uHoe YCTPOICTBO — DIIEMEHT CPEICTBA CheMa MH(OPMAIUH, CKPHITHO
BHENIPSEMbIN  (3aK/Ia/IbIBAEMbId WM BHOCHMBIM) B MeECTa BO3MOXKHOIO CheMa
uHpopMaimy (B TOM YHCIIE B OTPaXJICHUE, KOHCTPYKIIMIO, 000PYA0BaHHE, MPEAMETHI



MHTEPhEPA, TPAHCIOPTHBIE CPEACTBA, & TAKKE B TEXHUYECKHE CPEICTBA U CHCTEMBI
00paboTku UHGpOpPMAIUN).

3amumaemas  uHdopmammsi — HvHGOpPMAIUS,  SIBISIONIASACS — MPEIMETOM
COOCTBEHHOCTH M TOJUISKaIlasi 3allliTe B COOTBETCTBHU C TPEOOBAHMSIMH IPABOBBIX
JIOKyMEHTOB WJIM TPEOOBAaHUSIMHU, YCTaHABIMBAEMBIMU COOCTBEHHUKOM MH(POpMAIIUH.

Unentndukanusi — npucBoeHue CyObekTaM U OOBEKTaM  JOCTyra
uneHTurKaTopa U (WIM) CpaBHEHHUE MPEIbSBISIEMOro MACHTU(UKATOPA C MEPEUHEM
MIPUCBOCHHBIX UIACHTH(PUKATOPOB.

NudopMaTuBHBI  CUIHAJ —  DJJIEKTPUYECKHE CHUTHAIBL, AKyCTUYECKHUE,
ANIEKTPOMArHUTHBIE U JIPyrue (GU3NUYECKUE TOJIs, 0 MapamMeTpaM KOTOPBIX MOXET ObITh
packpbITa KoH(pUAeHMaTBHAS HHpOpMAaIys (TIepCOHATLHBIEC TaHHbIC) 0OpadaThiBacMas
B ANC.

HNudopmanuonnble TeXHOJIOIMM — TIPOLIECCHl, METOIbI TOHCKa, cOopa,
XpaHeHus, 00pabOTKU, IMPEAOCTABICHHS, PACHIPOCTPAHEHUs] MH(POPMALMU U CIIOCOOBI
OCYLIECTBJICHUS TaKUX IPOLECCOB U METOJIOB.

Hcnonab3oBaHue MNePCOHATBbHBIX JaHHBIX — JieHcTBUs (omepanuu) ¢
MEPCOHAIBHBIMU JTAHHBIMHU, COBEpIIAEMbBIC OINEPATOPOM B UENAX MPUHITHUS
pELICHU WM COBEPIICHHUS WHBIX JEUCTBUN, MOPOKIAIMMNX HOPUINYECKUAE
MOCJIEJICTBUSI B OTHOIICHUH CYOBEKTa MEPCOHATBHBIX JAHHBIX WA JPYTUX JIUI
100 UHBIM 00pa30M, 3aTparuBaroIMX MpaBa U CBOOOIbI CyOBEKTa MePCOHATBHBIX
JTAHHBIX VI APYTHUX JIUII.

Hcrounuk yrpo3bl 0e30nmacHOCTM HMH(OPMAIMU — CYOBEKT JOCTYIIa,
MaTepUaTbHbIA ~ OOBEKT WM  (PU3MYECKOE SIBJICHUE, SIBJLSIIOIIMECS — MPUYHMHOMN
BOZHUKHOBEHHSI YTPO3bl 0€30aCHOCTH HH(POPMALIUH.

KoHnTposmpyemasi 30Ha — NpOCTPaHCTBO (TEPPUTOpHs, 3AaHHUE, YacTh 3/IaHUS,
MIOMELIECHUE), B KOTOPOM HCKJIIOUEHO HEKOHTPOJIMpPYEMOE MNpeObIBAHUE MOCTOPOHHUX
JIMLI, & TAKKE TPAHCIIOPTHBIX, TEXHUYECKUX M UHBIX MATEPUAITBHBIX CPEJICTB.

KondunaeHuuaJibHOCTh  NMEPCOHAIBHBIX  JAHHBIX —  00s3aTeNIbHOE IS
COOJTFOJICHUST ONIEPATOPOM MJIA WHBIM TIOYYUBIIAM JIOCTYI K TIEPCOHAIBHBIM JIAHHBIM
JUIOM TpeOOBaHME HE JOMyCKaTh WX paclpocTpaHeHue Oe3 coryiacusi CcyObeKTa
MEPCOHATIBHBIX JJAHHBIX WJIM HAJIMYMS] THOT'O 3aKOHHOTO OCHOBAHMSI.

Me:xceTeBoi 3KpaH — JIOKAJIbHOE (OJJHOKOMIIOHEHTHOE) WM (DyHKITMOHATEHO-
pacrpeielieHHoe MPOrpaMMHOE  (IIPOrpaMMHO-aNMapaTHOE) CPEeCTBO  (KOMILIEKC),
peanu3yrolee KOHTpoJb 3a nH(popMmarment, mocrynaromieit B AVIC u (vmm) BeIxozsieit
13 UH(POPMAITMIOHHOM CHUCTEMBI.

Hapymurens 0e30MaCHOCTH TNEPCOHANIBHBIX JAHHBIX — (PH3UYECKOE JIUIIO,
CITy4ailHO WJIM MPETHAMEPEHHO COBEPIIAIOIICE ACUCTBUS, CIEICTBUEM KOTOPBIX SBIISIETCS
HapyIlleHre 0e30MacHOCTH TMEPCOHAIBHBIX JAHHBIX MPU MX 00pabOTKE TEXHUYECKUMH
cpeacteamu B AUC.

HeaBromaTu3upoBanHasi 00padoTka  NEPCOHAJIBHBIX  JAHHBIX —
00paboTKa MEPCOHAIBHBIX JTaHHBIX, coaepkammxcs B AVC 1ubo M3BICUCHHBIX U3
TAKOM CHUCTEMBbI, CUUTAETCS OCYIIECTBICHHOW O0€3 HCHOJIb30BaHUS CPE/ICTB
aBTOMarh3aluu  (HEaBTOMATU3UPOBAHHOM), €CIM  Takue  JEUCTBUSL  C
MEPCOHATBHBIMU JaHHBIMHU, KaK HCMOJb30BaHUE, YTOUYHEHHE, PACHPOCTPAHEHUE,
YHUYTOXXEHUE TEPCOHATBHBIX JaHHBIX B OTHOIIEHUU KaXIOTO H3 CYOBEKTOB,



NEPCOHANIBHBIX JAHHBIX, OCYIIECTBISIOTCS NPH HEMOCPEACTBEHHOM YYacTUU
YeJIoBeKa.

HenexknapupoBannble BO3MOKHOCTH — (DYHKIIMOHAJIbHBIE BO3MOXKHOCTH
CPEIICTB BBIYMCIMTEIILHOM TEXHUMKH, HE OIMCAHHbIE WIM HE COOTBETCTBYIOIIME
OITMCAaHHBIM B JIOKYMEHTAIIUH, TPH HCHOJIB30BAHUM KOTOPHIX BO3MOXKHO HAapyIIIECHHE
KOH(DUACHIIMATBHOCTH,  JIOCTYITHOCTM ~ WJIM  IIEJIOCTHOCTH  00pabaThiBaeMoit
uHbOpMaITUH.

HecaHKUMOHUPOBAHHBIN JA0CTYNl (HECAHKUMOHUPOBAHHbIC [EHCTBUS) —
JOCTylT K WHGpOpPMAIMK WA JeHCTBUS ¢ WH(pOpMaimel, Hapyllaromme MpaBiia
pasrpaHWYeHMs] JOCTYNa C HCIOJb30BAHMEM IITATHBIX CPEACTB, MPEIOCTABIAEMBIX
AUC.

Hocurens nngopmanmu — Gu3nyeckoe JULIO WIM MaTepUAIbHBIA OOBEKT, B
TOM 4HCIie (PU3HMYECKOE T0JIe, B KOTOPOM MH(pOPMAIHs HAXOUT CBOE OTPKEHUE B BUJIE
CHMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUYECKUX PELICHUI U MPOIECCOB, KOJIMYECTBEHHBIX
XapaKTEePUCTUK (PU3UUECKUX BEJIMYUH.

Ole3muYnBaHue TNEPCOHAJIBHBIX [JAHHBIX — JCHCTBUS, B pE3yJbTare
KOTOPBIX HEBO3MOXHO OIPEIEIUTh MNPUHAMIEKHOCTh MEPCOHAIBHBIX JTAHHBIX
KOHKPETHOMY CYOBEKTY NMEePCOHATbHBIX JaHHBIX.

O0pa0oTka  NepCOHAJIBHBIX  JaHHbIX —  JICUCTBUS  (Omepamyu) ¢
MEPCOHAIILHBIMU JITAHHBIMH, BKJIIOYasi cOOp, CUCTEMATH3AaINI0, HAKOIUICHHE, XpaHEHNUE,
yToyHeHHe (OOHOBJIEHUE, U3MEHEHNE ), HCIIOIb30BAHUE, PACIIPOCTPAHEHHUE (B TOM YHCIIE
nepeavy), 00e3IMUMBaHKe, OJIOKUPOBAHUE, YHUUTOKEHHUE EPCOHATTBHBIX JAHHBIX.

OO01menocTynHbpie MEPCOHAJIbHBbIE JAaHHbIC — TIEPCOHANBHBIE JAHHBIC,
JOCTYIl HEOTPAHMYEHHOIO Kpyra JIMIl, K KOTOPBbIM IMpPEJOCTABIECH C COTJacus
CyOBeKTa TMEpCOHAIBHBIX JAHHBIX WJIM Ha KOTOpblE B COOTBETCTBUU C
(denepalibHBIMM  3aKOHAMU HE PacHpoOCTpaHsieTcss TpeOOBaHUE COOJIIOICHHUS
KOH(HICHIIMATEHOCTH.

Oneparop (mepcoHANBHBIX  JaHHBIX) — TOCYJAPCTBEHHBIA  Opra,
MYHHMLIMTAIbHBINA OpraH, FOpUIMYECKOe WK (PU3MUECKOE JIUIIO, OPTaHU3YIOILee U (W)
OCYILECTBIISIOIIee 00PadOTKY IMEPCOHATBHBIX JAHHBIX, a TAKKE OMPEICIISIONINE TISTTH 1
cozep>kaHre 00padOTKU MePCOHABHBIX JAHHBIX.

Texnuueckne cpeacrBa AMC— cpencrBa  BBIUHUCIWTENBHON — TEXHUKH,
MH()OPMAIIMOHHO-BBIYMCIIUTENBHBIE KOMIUIEKCHI U CETH, CPEJICTBA U CUCTEMBI IIepe/iaun,
npuemMa u o0padotku II/IH (cpenctBa M CHCTEMbI 3BYKO3AIMCH, 3BYKOYCHJICHUS,
3BYKOBOCIIPOM3BE/ICHUS, TIEPErOBOPHBIE M TEJIEBU3UOHHBIE YCTPOMCTBA, CpPEICTBA
W3rOTOBJICHUSI, THPAKUPOBAHUS JOKYMEHTOB U JpYrH€ TEXHUYECKUE CpEICTBA
00pabOTKH peyueBoil, rpapuyecKod, BUICO- M OYKBEHHO-UM(POBOM HH(pOpMAaLUH),
NporpaMMHbIE Cpe/icTBa (ONEPALMOHHBIE CHCTEMbI, CHUCTEMbI YIpaBieHUs Oazamu
JAHHBIX U T.IL.), CPEACTBA 3alUThI WHPOPMAIMH, MIPUMEHSIEMbIE B MH(POPMAIMOHHBIX
CHCTEMAX.

IlepexBar (uH(poOpMauMU) — HEMPABOMEPHOE MONyYCHUE HHPOPMAIUUA C
UCIIOJIb30BAaHUEM TEXHHYECKOIO CpEICTBA, OCYUIECTBIIAIOIIETO OOHapyKEeHHE,
npueM u 00paboTKy HHGOPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHbIEe — J100ass uWHOOpMaIMs, OTHOCAIIAsACA K
OINpENIEJICHHOMY WJIM OIpeleNsseMOMY Ha OCHOBaHMM TakoW uHopMaluu



busznueckomy iy (CyOBEKTY TEpCOHAIBHBIX MAaHHBIX), B TOM UYHCIE €r0
dbamumnusi, UMsi, 0TYECTBO, IO/, MECSLI, J1aTa U MECTO POKIEHUS, aJ[pEC, CEMEUHOE,
COLIMAJIbHOE, MMYIIECTBEHHOE IMOJOXKEeHHUe, oOpa3zoBaHue, mpodeccus, TOXOJBbI,
npyrasi uHbopmarus.

Ilo0ounbIe 3JIEKTPOMATHUTHBIE U3JIy4YeHHS u HABOJKH —
AIIEKTPOMArHUTHBIE U3IYYCHHS] TEXHMUYECKHX CPEACTB OOpaOOTKH 3aluIaeMoin
uH(pOpMalK, BO3HHMKAIOIIME Kak I[OOOYHOE  SIBJICHWE W  BbI3BAHHbBIC
ANEKTPUUYECKUMHU CUTHAJIaMU, ACHUCTBYIOIMMU B UX SJEKTPUUECKUX U MArHUTHBIX
LEISX, a TAKKE AIEKTPOMATrHUTHBIE HABOJKU 3THX CUTHAJIOB HA TOKOMPOBOJISIINE
JIMHUW, KOHCTPYKIUU U LIETIH TUTaHUS.

IonuTka  «YMCTOrO0  CTOJA» —  KOMIUIEKC  OpraHM3allMOHHBIX
MEPOTIPUATHNA, KOHTPOJMPYIOMIMX OTCYTCTBUE 3alKCHIBaHWS Ha OyMa’KHbBIE
HOCUTENM KIIIO4ell W aTpuOyTOB JocTyna (mapoJieil) U XpaHEHUs UX BOJIM3U
00OBEKTOB JIOCTYIIA.

Moab3oBaresb AWNC — nuio, yuactBytomee B (GYyHKIIMOHUPOBAHUU
WH(OPMAIIMOHHON CUCTEMBI TEPCOHANIBHBIX JIAHHBIX WJIH  HCIOJIb3YIOIIEe
pe3ynbTaThl €e QYHKIIMOHUPOBAHUS.

IlpaBuia  pasrpaHuveHusi  JOCTyHa —  COBOKYIIHOCTh  MIPaBuUJ,
periaMeHTUPYIOIINX MpaBa JOCTyIa CyOBEKTOB JIOCTYIA K 00BEKTaM JOCTYIIA.

IIporpamMmmHas 3akJjajgka — KOJ IPOrpaMMBbl, IPEIHAMEPEHHO BHECEHHBIN B
IIPOrpaMMy C LEJNbI0 OCYIIECTBUTh YTEUKY, U3MEHUTh, OJOKHUPOBATh, YHUUTOKUTh
MH(POPMAIIMIO UM YHUUTOXKUTh U MOJU(PUIIMPOBATH MPOrpaMMHOE OOecriedeHre
AWC u (unun) 6JIOKMpOBATH allliapaTHbIEC CPECTBA.

IIporpammHoe (mporpaMMHO-MaTeMaTHYeCKOe) BO3/elicTBHE —
HECAaHKIIMOHUPOBAHHOE  BO3JIEUCTBHE HA  PECypChl  aBTOMAaTU3HPOBAHHOMN
MH(OPMAIMOHHOW CHCTEMBI, OCYUIECTBIISIEMOE C MCIOIb30BAHUEM BPEJOHOCHBIX
POrpamMM.

PackpbiTHe NEepCOHAJBHBIX JAAHHBIX — YMBIIUJIEHHOE WM Cly4ailHOE
HapylieHne KOH(OUICHIIUATEHOCTH MEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHue nepCcOHAJBHBIX JAHHBIX — JICHCTBUS, HANpPaBJICHHBIC
Ha TmepeAadyy MNEPCOHANBHBIX AAHHBIX OMNPEACIICHHOMY Kpyry il (mepenaya
MEPCOHAIBHBIX [IAHHBIX) WJIM Ha O3HAKOMJIEHHE C MEPCOHAIBHBIMU JaHHBIMU
HEOTPAHWYEHHOTO Kpyra JHI[, B TOM uYHclie OOHAPOJOBAHHUE TEPCOHATHHBIX
JAHHBIX B CPEACTBAaX MAaccoBOW HMH(OpMaLUH, pa3MelleHHuEe B MH(POPMALMOHHO-
TEJIEKOMMYHUKALIMOHHBIX CETSAX WJIM MPEAOCTABICHHUE JOCTyNa K MEePCOHAIbHBIM
JAHHBIM KaKUM-JINOO UHBIM CITIOCOOOM.

Pecypc nndopmMaumoHHoi cucTeMbl — UMEHOBAHHBIN JIEMEHT CUCTEMHOTO,
MIPUKJIATHOTO WJIn anrapaTHoro oOecrieueHus (GYHKIMOHUPOBAHUS
MH(OPMAIMOHHON CUCTEMBI.

CneunanbHble KAaTerOpMH TMEPCOHAJBHBIX [TAaHHBIX — I[E€PCOHAIbHBIE
JIaHHbIE, Kacalolllhecsl PacoBOM, HAIMOHAJIBLHOW MPUHAIIIEKHOCTH, TOTUTUYECKHUX
B3TJISIZIOB, PEIUTHO3HBIX WM (PHIOCOPCKUX YOEKICHUM, COCTOSHUS 3/I0POBbS U
WHTUMHOM XM3HU CyOBEKTa MepCOHATBHBIX JTAHHBIX.



CpencrBa BbIYUCIUTEILHON TEXHUKH — COBOKYIMHOCTh MPOTPaMMHBIX U
TEXHUYECKUX 3JIEMEHTOB CHUCTEM OOpaOOTKHU JAaHHBIX, CIIOCOOHBIX (DYHKIIMOHHUPOBATH
CaMOCTOSITENIHO UJIM B COCTABE IPYTHX CHCTEM.

CyobekT npocryma (Cy0ObeKT)— JIMII0O WIA TIPOLECC, JEHCTBUA KOTOPOIo
PEMIAMEHTUPYIOTCS IPABUIIAMHU PA3TPAHUYCHHUS JOCTYIIA.

TexHMYeCKHM KaHAJ YTeYKH MHEPOPMAIMM — COBOKYIIHOCTh HOCHUTEIS
uHpopmaiun  (cpenctBa  00pabOTKH),  (PU3MYECKOM  cpedbl  paclpOCTPaHEHUS
MH()OPMATUBHOTO CUTHAJla W CPEACTB, KOTOPHIMH JOOBIBaeTCS —3allUIacMast
uH(popMaLL.

TpancrpanuyHas mnepegaya MNePCOHANBHBIX [aHHBIX — Tiepegada
NEPCOHANBHBIX  JIAaHHBIX oImepatopoM yepe3 [ocygapcTBEHHYIO TIpaHHILY
Poccniickon ~ ®denepanmu  Oprady  BIACTH  MHOCTPAHHOTO  TOCYAAapCTBa,
buznyeCKOMY WIH IOPUINUYECKOMY JIUILy HHOCTPAHHOTO TOCY1apCTBa.

Yrpo3bl 0e30I1aCHOCTH NMEPCOHAIBHBIX JTAHHBIX — COBOKYIHOCTH YCIIOBHWA U
(akTOpOB, CO3JAIOUIMX OMACHOCTh HECAHKLIIMOHWPOBAHHOTO, B TOM YHCJE CIy4ailHOro,
JIOCTYTA K MEPCOHATBHBIM JAHHBIM, PE3YJIBTATOM KOTOPOI'O MOKET CTaTh YHUUITOKEHHE,
U3MEHEHHUE, OJIOKMPOBAHUE, KOTIMPOBAHUE, PACIIPOCTPAHEHUE ITEPCOHANIBHBIX JaHHBIX, a
TaKKE MHBIX HECAHKIIMOHUPOBAHHBIX JICUCTBUM Tpu uX oopadoTke B AVC.

YHUYTOXKEHHE NMEPCOHAIBHBIX JAHHBIX — JICHCTBUS, B PE3yJIbTATE KOTOPBIX
HEBO3MOXKHO BOCCTAHOBUTH COJEP)KAaHHE NEPCOHATBHbIX JaHHbIX B ANC wm B
pe3yabTaTe KOTOPBIX YHUYTOXKAIOTCS MAaTEpHAIbHBIE HOCHUTENIW NEPCOHAIbHBIX
JTAHHBIX.

Yreuka (GammiaeMoin) HHEPOPMALMH 10 TEXHHYECKHUM KAaHAJIAM —
HEKOHTPOJIIPYEMOE ~ paclpOCTpaHeHue HMH(GOpPMAIMM OT HOCUTENS — 3alUIIAeMOM
uHpopMarmK yepe3 GU3HIECKYIO Cpery JO TEXHUYECKOTO CPEeICTBA, OCYLIECTBIISIOIIETO
nepexsBaT UHPOPMaLIUU.

00JacTHOE TOCYIapCTBEHHOE Ka3eHHOE  YUYPEXKICHHE  COLMaIbHOIO
oOciyxuBanus "LleHTp momolu aeTsM, ocTaBIIUMCS 0€3 MONeUYeHUs POIUTEINEH,
r. AHrapcka' — najiee yupexJieHue.

Ysa3BumocTb — €1aboCTh B CPEACTBAX 3aILUTHI, KOTOPYIO MOXHO HCIIOIb30BaTh
JUISl HApYIIIEHHS CUCTEMbI WM COJIEprKallieiics: B Hel MH(pOpMAaIIu.

IesocTHoCT,  MHGOPMAIIMM —  CIIOCOOHOCTH  CPEJICTBA  BBIYMCIIUTEILHON
TEXHUKA WA  aBTOMATU3MPOBAHHOW CHCTEMbI  OOeCreurBaTh  HEM3MEHHOCTh
uHpOpPMAIMM B  YCJIOBUSIX CIYy4alHOrO W/WIM  TPEIHAMEPEHHOTO  HCKAKEHUS

(pazpyieHus).



OBO3HAYEHUSA U COKPALIEHU S
ABC — aHTUBHpYCHBIE CPEJICTBA
APM — aBTOMaTHU3MpPOBAHHOE pabouee MECTO
BTCC — BcioMorarenbHble TEXHUYECKHUE CPEJICTBA U CUCTEMBI
ANC — aproMaTr3upoBaHHast MH(QOPMAIIMOHHASI CUCTEMA
K3 — koHTpompyemas 30Ha
JIBC — nokasnbHasi BHIYMCIIUTEIbHAS CETh
MD — MexceTeBo 3KpaH
HC/1 — HecaHKIIMOHMPOBAHHBIH TOCTYIT
OC — omnepatioHHas cucTemMa
[1/11 — mepcoHanbHbBIE JaHHBIE
[IMB — nporpaMMHO-MaTEMATUYECKOE BO3IEUCTBHE
I1O — nporpamMmMmHOE oOecrieueHne
CA3 — cucreMa aHaian3a 3alIUIICHHOCTH
C3U — cpeacTna 3amuThl THPOPMALIUU
C3I1dn — cucremMa (mojicucTeMa) 3allyThl IEPCOHATBHBIX TAHHBIX
COB — cucrema oOHapyKeHUsI BTOP>KEHUMN
TKY U — Texanueckre KaHabl YTEUKH HHpOpMaIm
VYBIIIH — yrpo3b! 0€301acHOCTH MEPCOHATBHBIX TaHHBIX



BBEJIEHUE

Hacrosimas Ilonutuka uHQoOpmanumoHHOW Oe3omacHOCTH  (majee —
[lonutuka) ydpexxaeHus, pazpaboTaHa B COOTBETCTBUU C IENIAMH, 3aJadyaMu U
NpUHIIMIAMU o0ecriedeHus: 6e30MacHOCTU MEPCOHANBHBIX JAHHBIX U3JI0KEHHBIX B
[TonoxeHuu o 3aluTe MEPCOHATBHBIX IAHHBIX YUPEKICHUS.

[Tonutuka pa3paboTaHa B COOTBETCTBHM C TpeOoBaHusiMU DenepaabHOTO
3akoHa ot 27 wurona 2006 1. Ne 152-®3 «O mnepcoHaIbHBIX JaHHBIX,
[Toctanosnenus [IpaBurensctBa Poccuiickoit @eaepamuu ot 1 HOsOps 2012 roma
No 1119 «O6 yTBepkaeHnn TpeOOBaHUM K 3alIUTE MEPCOHATBHBIX JAHHBIX MPU UX
o0paboTke B MHGOPMAIMOHHBIX CHUCTEMaxX NEPCOHAIBHBIX MaHHBIX» W [Ipukasza
®CTIK Poccunu ot 12 deBpans 2013 rona Ne 17 «O0 yrBepxkaenun TpeOoBaHmit
no 3amuTe HWHPOpPMAIMH, HE COCTaBISIONIEH TOCYJapCTBEHHYIO —TailHy,
CoJZIeprKaIIecsl B TOCYIapCTBEHHBIX HHPOPMAITMOHHBIX CUCTEMAaX» Ha OCHOBAHUU:

- «Pexomenpanuii mo odecrneueHru0 O€30MaCHOCTH MEPCOHANBHBIX JaHHBIX
npu ux o0paboTke B HMHGPOPMAIMOHHBIX CHCTEMaX MEPCOHATBHBIX JAaHHBIXY,
yTBepxaeHHbIX 3amectuteneM aupekropa PCTIK Poccun ot 15.02.2008 1.5

- «TunoBbIx ~ TpeboOBaHMII  TO  OpraHM3auu U 00ECIEeUYEHUIO
GyHKIMOHUPOBAHUS G POBATBHBIX (xpunTorpaduyeCcKux) CPEACTB,
MpeIHAa3HAYCHHBIX IS 3alUThl WHGOpMAIMK, HE COJIep)Kallleld CBEICHUH,
COCTAaBISIIOIIMX TOCYJapCTBEHHYI0 TalWHy B ClIy4ya€ M3 HCIOJIb30BaHUA IS
oOecrieueHusi O€30MAaCHOCTU IMEPCOHANBHBIX JAaHHBIX NP HX 00paboTKe B
MHQOPMAIIMOHHBIX ~ CUCTEMax  IEPCOHAJBHBIX  JAHHBIX»,  YTBEPKICHHBIX
pykxoBosctBoM 8 LlenTpa ®Ch Poccum 21.02.2008 . Ne 149/6/6-662;

- Meronnueckoro nokymenra ®CTIOK ot 11.02.2014 roga «Mepsl 3auTh
MH(pOpMaIKU B TOCYIapCTBEHHBIX UH(POPMAITMOHHBIX CUCTEMAX).

B TIlonutuke omnpeneneHbl TpeOOBaHUS K MEPCOHATY TOCYIapCTBEHHOM
UH(OPMAITMOHHOW CHUCTEMBbl (Jajiee — aBTOMATHU3MPOBAaHHAS HMH(POPMAIMOHHAS
cuctema (AWC)), crTeneHb OTBETCTBEHHOCTH TIEPCOHANA, CTPYKTypa H
HEOOXOJUMBIA YPOBEHb 3aIUIICHHOCTH, CTATyC U JOJDKHOCTHBIE OOS3aHHOCTHU
COTPYIHHUKOB, OTBETCTBEHHBIX 3a oOecreueHrne OEe30MacHOCTH MEePCOHATBHBIX
naHHbIX B AVC yupexaeHusl.



1. OBHIMUE NOJOXEHHUSA

Ilensto Hacrosmer IlomuTukm sABIsgeTcs oOecneueHue OS30IacHOCTH
O00OBEKTOB 3aIlIUTHl YUPEKICHUSI OT BCEX BHJIOB YI'PO3, BHEIIHHUX W BHYTPEHHUX,
YMBIIUICHHBIX W HEMpeIHAMEPEHHBIX, MUHUMH3AIMSA yiiepoa OT BO3MOXKHOM
peanuzauuu yrpo3 6ezonacHoctu [1/In (manee — YBII/In).

be3onacHOCTh MEPCOHANBHBIX JAHHBIX JIOCTUTAeTCs IyTEM HCKITIOYEHUS
HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIy4alHOTo, JOCTymna K IepCOHAIbHBIM
JAHHBIM, PE3YJIbTATOM KOTOPOTO MOXKET CTaTh YHUUYTOXKEHUE, HW3MEHEHHE,
0JIOKMpOBaHUE, KOMUPOBAHUE, PACTIPOCTPAHEHUE NTEPCOHATBHBIX JAaHHBIX, a TAKXKe
VHBIX HECAHKIIMOHUPOBAHHBIX JEHUCTBUM.

Nudopmarus u cBSI3aHHBIE ¢ HEW PECYPCHI TOJDKHBI OBITH JOCTYIHBI JIJIS
aBTOPU30BAHHBIX MOJib30oBaTenel. JIOJDKHO OCYIIECTBISTHCS CBOEBPEMEHHOE
oOHapykeHue u pearupoanue Ha Y bII/IH.

JIOJDKHO ~ OCYIIECTBIATHCS — MPEIOTBpAIllEHUE  MPEIHAMEPCHHBIX  WJIU
CITy4alHBIX, YACTUYHBIX WM MOJTHBIX HECAHKITMOHUPOBAHHBIX MOAUMDUKAIIUN, WITH
YHUUYTOKCHUS TAaHHBIX.

CocTtaB 00BbEKTOB 3alTUTHI IIpecTaBiieH B [lepeune nmepcoHalbHBIX JaHHBIX,
MOJIJICKAIUX 3aIUTE.

CoctaB AUC noanexamux 3aimTe, npeacraBieH B OTdyeTe o MpoBeICHUN
MIPOBEPKH.

Orta IlonuTuka HHPOPMALMOHHON O€30MacHOCTH ObLla YTBEpXKIEHA U
BBejicHa B JielicTBue nipuka3zoM Ne 99/2 ot 22.10.2019 r.

OBJIACTb JEUCTBUS
TpeboBanus Hacrosmed [lodUTUKM — pacmpoCTpaHSAIOTCS Ha  BCEX
COTPYJIHUKOB YupexkaeHUs (IITAaTHBIX, BPEMEHHBIX, pa0OTAIOIINX IO KOHTPAKTY U
T.11.), @ TAK)KE BCEX MPOYUX JUI (TIOIPSAUUKH, AYTUTOPHI U T.I1.).



2. CUCTEMA 3AHIUTHBI IEPCOHAJIBHBIX TAHHBIX

Cucrema 3aumuthl nepcoHanbHbiX JaHHbIX (C3II[JH), cTpoutcs Ha
OCHOBAHUU:

- OTyeTa 0 IpOBEACHUU ITPOBEPKH;

- [lepeuns mepcoHaNbHBIX TaHHBIX, OJICKAIINX 3AIINTE;

- AKTa yCTaHOBJICHUSI YPOBHS 3alIMIIEHHOCTH WUH(MOPMAIMOHHON CHUCTEMBI
MEPCOHAIBHBIX IAHHBIX;

- Mogenu yrpo3 6€30MacHOCTH MEPCOHATBHBIX TaHHBIX;

- Cnucka M1, JOCTYN  KOTOPBIX K  TEPCOHAJIbHBIM  JIaHHBIM,
oOpabatpiBaeMbIM B MH(POPMAITMOHHBIX CHUCTEMaX, HEOOXOAWM JJisSi BBITIOJIHCHUS
CITy>K€OHBIX 00s3aHHOCTEH;

- PykoBopsiiux nokymentoB @CTIOK u ®Ch Poccum.

Ha ocHOBaHUM 3THX IOKYMEHTOB OIpEAEisieTcs HEOOXOIUMBINH YpPOBEHb
samuiieHHoctd [[JIn kaxgoit AWMC yupexnenusa. Ha ocHoBaHMM aHain3a
aKTyalbHBIX yrpo3 Oe3omacHoctu [1/lH onucannoro B Mojenu yrpo3 u Otuera o
pe3yibTarax IPOBEACHHUS BHYTPEHHEW MPOBEPKE, JENAeTCs 3aKIOUYEHUE O
HEOOXOJMMOCTH MCIOJIb30BAaHUSI TEXHUYECKUX CPEJICTB U OPTraHU3aIMOHHBIX
MeponpuaTuil s obecniedeHus: 6ezonacuoctu [1/{n. BriOpanubsie HeoOX01UMBbIE
MEpoTnpuATUS  OTpakaroTcss B I[lmane wmepornpusituii 1o 00ECIICUEHHIO
0€30MacHOCTH MEPCOHAIBHBIX JIAaHHBIX.

Jnsa xaxnon ANC pomkeH OBITh COCTAaBJIEH CIHCOK HCIONb3YEMBIX
TEXHUUYECKUX CPEJCTB 3allUThl, a TakXe MNporpaMMHOIo oOOecreyeHus,
y4dacTBymomero B oopadotke I1J{H, Ha Bcex anementax AVC:

- APM nonp30BaTenei;

- CepBepa NpUITOKEHU;

- CYB/;

- I'panuna JIBC;

- KananoB mepemaun B ceTH  OOMIEr0  TOJB30BaHUS ©  (WJIN)
MEXIyHapOJIHOTO 0OMeHa, eciii o HUM niepenatorcs [1J1H.

B 3aBucumoctu ot ypoBHs 3ammuiieHHOCTH AMC W akTyalbHBIX YIpo3,
C3II/IH MOKeT BKJIIOUYATh CIIEIYIOIINE TEXHUUYECKHUE CPEICTBRA:

- QHTUBUPYCHBIE CpeICTBa JUId paboOuyux CTaHIUN TMOJb30BaTeIe U
CEPBEPOB;

- CPEACTBA MEKCETEBOTO SKPAHUPOBAHUS;

- cpeacTBa Kpumnrorpaduueckor 3amuThl HUHGOpMAIUMU, TpU Iepenaye
3alMIIAeMO HH(POPMALIUK 110 KaHaJlaM CBSA3H.

Tak ke B CIHUCOK JOJKHBI OBITh BKJIIOUCHBI (DYHKIUU 3alIUTHI,
oOecrieurBaeMble INTATHBIMU cpeacTBaMu oOpaboTku [IJIH omepanuoHHBIMU
cucremamu (OC), mnpuxnaaaeiMm [0 © cneuMaJbHBIMM  KOMIUJIEKCAMH,
peanu3yronMMu cpencTBa 3amuThl. CiucoK (PYHKITUI 3alTUThI MOKET BKIIIOUATh:

- YIIPABJICHUE U pa3rpaHUUYEHUE IOCTYyNa MOJIb30BaTEIIEH;

- PETUCTpAIIHIO U yUeT ACUCTBUM C HHGOpMAIIHEHH;

- o0ecrmeynBaTh 1eJI0CTHOCTh JaHHBIX;

- TIPOU3BOJIUTH OOHAPYKEHUI BTOPKEHUH.
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CnHcok HCIONb3yeEMBbIX TEXHHMYECKUX CpeACTB oTpaxaercs B «llepeune
TEXHUYECKUX CPEJCTB M TMPOTPAaMMHOIO oOecleueHuss B TOCYAapCTBEHHOU
uHpopmarmonHoir cucreme «lC-O6maunbiii cepBuc». CHUCOK HCMOIB3YEMBIX
CPEACTB JOJDKEH MOJJIEPKUBATHCS B AKTyaJlbHOM cOCTOsiHUMHU. [Ipu n3MeHeHuun
COCTaBa TEXHUYECKUX CPEACTB 3amuThl WK 35eMeHToB AVC, cooTBEeTCTBYyIONIME
U3MEHEHHS JTOJKHBI ObITh BHECeHbI B CIUCOK W YTBEPXKIACHBI PYKOBOJUTEIEM
YUpEeXKACHUS WIH JIUIIOM, OTBETCTBEHHBIM 3a oOecnieueHue 3amuTsl [1/1H.



3. TPEBOBAHMUSA K IOJACUCTEMAM C3II1H

C3I1dn BkItOUaeT B ce0sl CIeAyIOre MOJACUCTEMBI:

- YIIpaBJICHUS JOCTYIIOM, PETUCTPALIMU U YUETA;

- o0ecreyeHus EIOCTHOCTH U IOCTYITHOCTH;

- aHTUBUPYCHOU 3aIUTHI;

- KOHTPOJIb (aHAJIM3) 3aIIUIEHHOCTH MePCOHATBHBIX JaHHBIX;

- MEXCETEBOr0 IKPAHUPOBAHHS;

- KpUOTOrpauuecKoil 3alIuThl.

[Moncucremsr C3I1[AH uMeroT pa3nuuHblid (YHKIIMOHAT B 3aBUCHMOCTU OT
kmacca AMC, onpeneneHHOro B AKTE  YCTAHOBJIEHHMS — 3alUIIEHHOCTH
UHPOPMAIIMOHHON CHCTEMBbl MEPCOHAIBHBIX JaHHBIX. CIUCOK COOTBETCTBUS
¢ynkmuit  moncuctem  C3II[H  kjaccy  3allMIIEHHOCTH TPEACTaBICH B
[Ipunoxenumu.

1.1 IloacucremMsbl ynpaBJjieHUs 10CTYIIOM, PETHCTPALIMM U y4eTa

[ToncucreMa ynpaBiIeHHs TOCTYIIOM, PETUCTPALUU U y4eTa MpeJHa3HaueHa
JUISL peau3aliy caeayommx QyHKIHI:

- UJIeHTU(UKALUU U TPOBEPKa NOJIMHHOCTH CYObEKTOB JJOCTyIa MPU BXOJI€
B ANC,;

- UICHTU(QUKALUNA TEPMUHAJIOB, Y3JIOB CETH, KAHAJOB CBSA3M, BHEUIHUX
YCTPOMCTB I10 JIOTUYECKUM UMEHAM;

- WICHTU(PUKAIUKA TPOrpamMM, TOMOB, KaTaJloroB, (haidjioB, 3amucel, moseu
3aIucel Mo UMEHaM;

- perucTpan  BxoAa (BbIXoAa) CyOBEKTOB JocTyna B cucteMy (U3
CUCTEMBI), JIMOO perucrpauus 3arpy3kd M HWHULMAIU3ALUA ONEePalluOHHOM
CUCTEMBI U €€ OCTAaHOBA.

- PETUCTpAllMM TOMBITOK JOCTyINa MPOTPAMMHBIX CpPEIACTB (IIporpamm,
MPOILIECCOB, 3aj1a4, 3aJjaHuil) K 3aluIIaeMbIM (aiiinam;

- PETUCTpAaLMKM MONBITOK AOCTyNa MPOTPAMMHBIX CPEACTB K TE€pMHUHAIaM,
KaHajiaM CBs3M, IporpaMMmaM, TOMaM, KaTajoram, Qailiam, 3amucsM, MOJIsAM
3aIuCen.

[Toncuctema ynpaBieHHsI JOCTYIIOM MOXET ObITh peaju30BaHa ¢ MOMOIIbIO
MTaTHBIX cpencTtB oOpabotku I[IJ[H (omeparmoHHBIX CHUCTEM, MPUIIOKEHUU U
CYB/). Tak »e MOXeT ObITh BHEAPEHO CHEIHATBHOE TEXHUUYECKOE CPEICTBO WIIH
UX KOMIUIEKC OCYLIECTBISIOIINE TOTOJHUTENbHBIE MEPhI MO ayTEHTU(HUKAUU U
KOHTposto. Hanmpumep, NpUMEHEHHWE €IMHBIX XPaHWIMIL YYETHBIX 3amnuceit
MIOJIB30BaTENEN 151 PErUCTPAMOHHOMN uH(popmMaLuu, VCIIOJIb30BAHHE
OMOMETPUYECKUX M TEXHMUYECKUX (C MOMONIBIO JJICKTPOHHBIX MPOMYCKOB) MEP
ayTeHTU(UKALMKA U JPYTHX.

1.2 Illoacucrema odecneveHUs HEJTOCTHOCTH U JOCTYITHOCTH

[Toncucrema oOecrneueHusi LETOCTHOCTH M JOCTYIMHOCTH IpeIHa3HAYeHA
JUIst  Oo0ecredyeHusl TIEeJOCTHOCTH U jgoctynHoctu [IJlH, mporpamMMHBIX U
annapatHeix cpeactB AUC yupexJeHus, a Takke CpPEICTB 3alllUThl, IpH
CIIy4aitHOM WM HaMEpPEHHOW MOAN(UKAIINN.



[loncucrema peamusyeTcs € IOMOLIBIO  OPraHU3ALMU  PE3EPBHOTO
KOMHUPOBaHUsA 00pabaThIBAEMBIX JITAaHHBIX, a TAKKE PE3EPBUPOBAHUEM KITHOUEBBIX
anemenToB AUC.

1.3 [ToacucreMa aHTUBUPYCHOU 3AIUMUThI

[loncucreMa aHTUBUPYCHOM 3alIUThl MpEeIHA3HAuUEHa JUIsi oOecredeHus
aHTUBUPYCHOM 3anThl cepBepoB U APM nons3oBareneit AVC yupexieHus.

CpencrtBa aHTUBHPYCHOM 3alIUThl MPEAHA3HAYEHBl Ui pealv3aluu
CIETYFOIINX (PYHKITHIA:

- PE3UICHTHBIA AaHTUBUPYCHBI MOHUTOPYHT

- AHTUBUPYCHOE CKAHUPOBAHUE;

- CKpUIT-OJIOKUPOBAHUE;

- IICHTPAJTM30BAHHYIO/yIaJICHHYIO YCTaHOBKY/JACUHCTAIUISAIINAIO
AHTUBUPYCHOT'O MPOYKTa, HACTPOUKY, AAIMUHUCTPUPOBAHUE, IPOCMOTP OTUYETOB U
CTaTUCTUYECKON MH(pOpMaIIUU 10 paboTe MPOAYKTA;

- aBTOMaTU3UPOBAHHOE OOHOBJICHHE AaHTUBUPYCHBIX 0a3;

- OTPAaHUYEHHE IIPaB MOJIb30BATENISI Ha OCTAHOBKY HCIIOJHSEMBIX 3a7ad U
U3MEHEHHS] HACTPOEK aHTUBUPYCHOTO MPOrPAMMHOTO 00ECIICUECHHUS;

- aBTOMAaTHYECKHUI 3aITyCK Cpa3y MOCIE 3arpy3Ku ONepalMOHHON CUCTEMBI.

[ToncucreMa peanusyeTcsi IyTEM BHEAPEHUS CIEHHUATbHOTO AHTUBUPYCHOTO
IporpaMMHOro ooecrnedenus Ha Bce aneMeHTol AVC.

1.4 IloacucreMa aHaIM3a 3AMUIEHHOCTH

[logcucremMa aHanmM3a 3alIUMIIEHHOCTH MPEIHA3HAUYCHA JUIA pEANTM3alHU
CENYIOIMMX (PYHKIHN:

- KOHTPOJIb YCTAHOBKH OOHOBJICHHMI MPOTPAMMHOTO OOECIIEUEHHMSI, BKIIIOUAs
OOHOBJIEHHE MPOrPAMMHOI0 00€CIIEYEHUsI CPENICTB 3AIIUTHl UH()OPMALIMH.

[Toncucrema peanusyercs yTeEM pa3paboTKu JOKYMEHTOB,
pErTaMEHTUPYIONTUX TOPSIIOK OOHOBJIEHHUSI MPOTPAMMHOIO OOECIICUCHHS, B TOM
YHCJIE CPEACTB 3aITUTHI HH(DOPMAIIHH.

1.5 IloacucreMa MeKCETEBOI0 IKPAHUPOBAHUS

[ToacucreMa MEKCETEBOTO SKPAaHUPOBAHUS NIPEAHA3HAYEHA JIJIS peaTN3aluu
CIEYIOIMMX (PYHKITHH:

- GUIBTpALIMKM OTKPHITOTO M 3amudpoBaHHOTO (3akpbiTOoro) IP-Tpaduka mo
CJIEAYIOIINM MTapaMeTpam;

- pUKcallui BO BHYTPEHHUX KypHaAJIaX HHQPOpMAIUU O MPOXOASIIEM
OTKpPBITOM M 3aKpbITOM [P-Tpaduke;

- uAeHTU(DUKAIMK U ayTeHTU(PUKAIUIO aJIMUHUCTPATOpa MEXKCETEBOTO
DKpaHa MPHU €ro JOKAIbHBIX 3aIIpOCcax Ha TOCTYII;

- perucTpanuu Bxoja (BbIXOAa) aJIMHUHUCTpATOpa MEXKCETEBOIO JKpaHa B
cucteMy (U3 cHUCTEMbI) JMOO 3arpy3Kd M HHHUIMAIA3AIMUM CHCTEMbl U €€
MPOTPaMMHOI0 OCTaHOBA;

- KOHTPOJIS TIEJIOCTHOCTH CBOEH MPOTPaMMHOM ¥ HH(POPMAITMOHHOM YacCTH;

- GuIbTpallMM  TAKETOB  CIYKEOHBIX MPOTOKOJOB, CIYXKAlIUX  JJIs
JMArHOCTUKH U YIIpaBJICHUS pabOTOM CETEBBIX YCTPOUCTB;

- GUIBTpAIIMK C YYETOM BXOJHOTO U BBIXOJHOTO CETEBOTO MHTepdeiica Kak
CPEACTBO MPOBEPKU MOJJIMHHOCTH CETEBBIX aJPECOB;



- PETUCTpALIMH U YYETa 3alpallluBaEMbIX CEPBUCOB MPUKIAIHOIO YPOBHS;

- OJIOKMpOBaHUSI JOCTyNa HE WJCHTU(DUIMPOBAHHOTO OOBEKTa WIH
CyOBbeKTa, MOJJIMHHOCTh KOTOPOTO MpU ayTeHTU(HUKAIMKW HE MOATBEPIUIIACE,
METO/IaMH, YCTOMUMBBIMHU K TEPEXBATY;

- KOHTPOJIS 32 CETEBOM aKTUBHOCTHIO IPHIIOKEHUN 1 OOHAPYKEHUSI CETEBbIX
aTax.

[loncucrema  peanmusyercss  BHEIPEHUEM  MPOTrpaMMHO-anmapaTHBIX
KOMILIEKCOB MEKCETEBOT0 3KpaHupoBaHus Ha rpanuie JIBC, kinaccom He Huxe 4.

1.6 Iloacucrema KpunTorpagu4ecKoi 3alMThbI

[Toncucrema kpunrorpaduuecKkoi 3alUThl NpeAHA3HAYeHA 111 UCKITFOUEHUS
HCJl x 3amumiaemoit madopmanuu B AVIC yupexaeHus, Ipu €€ mepemaadul 1o
KaHaJlaM CBSI3U CETEH OOIIETo MOoab30BaHus U (M) MEKTyHAPOIHOTO OOMEHA.

[loncucrema peanusyeTcss BHEAPEHUS KPUNTOrpaUUYeCKUX MPOrPaMMHO-
anmnapaTHbIX KOMILIEKCOB.



4. TIOJIb30OBATEJIN AUC

B TlonoxkeHuun o 3amuTe MEPCOHANBHBIX JAHHBIX OMNpe/eeHbl OCHOBHBIE
KaTeropuu rMojb3oBareneii. Ha ocHOBaHMM 3THX KaTerOpuM JOJDKHA OBITh
npousBeicHa TUnu3aius noias3zoBareneit AVC, onpeneneH ux ypoBeHb JOCTYyIa U
BO3MOKHOCTH.

B AUC yupexaeHus MOXHO  BBIICTUTh  CIEAYIOIIUE  TPYIIIIbI
M0JIb30BATENIeH, yUaCTBYIOIMX B 00paboTke U xpaneHuu [1/1H:

- Anmunuctparopa AUC;

- AnMuHuCTpaTopa HHGPOPMAITMOHHON 0€30MacHOCTH;

- Oneparopa;

- 3asBUTEIIb.

JlaHHbple O rpynmax —IOJb30BaTeNsIX, YpPOBHE MX JOCTylna U
WH()OPMHUPOBAHHOCTHU JIOJDKEH OBITh OTpakeH B Marpuiie pa3rpaHudeHus JOCTyIa
K pecypcaM UH()OPMAIIMOHHBIX CUCTEM.

1.7 Anmunauctpatop AUC

Anvunuctpatop AWUC — CcOTpyAHMK YYpEKIEHHUS, OTBETCTBEHHBIM 3a
HaCTPOUKY, BHEJIpEHHE U conpoBoxaenne  AUC. ObecnieunBaer
byHKIHOHUpOBaHUE TojcucTeMbl yrnpasienus aoctynom AWC u ynonHoMmoueH
OCYILIECTBJISITh ~ MPEIOCTABICHHE W  pPa3rPaHUYECHUE JOCTyNa KOHEYHOTO
nosib3oBatenst  (Omepatopa APM) Kk anemMeHTaM  XpaHSIIUM  [EPCOHAIbHbBIC
JIaHHBIC.

Anmunuctpatop AVC o6naaaeT cienyromuM YpOBHEM JA0CTYIAa U 3HAHUM:

- obnmagaer TONHOW uHpOpMAIMEd O CUCTEMHOM U MPHUKIAJHOM
nporpammHoM obecneuennn ANUC;

- oOyamaer MOAHOM UWH@OpMalMeld O TEXHUYECKUX CpeACTBax U
koHpurypaunu AUC;

- UIMEET JIOCTYI KO BCEM TEXHUYECKUM CPEICTBaM 00pabOTKH MHGPOPMAIINH
n gaaaeiM ANC;

- o0jajaer npaBaMu KOH(GUTYPUPOBAHUS U aIMUHUCTPATUBHON HACTPOUKH
texHuueckux cpencts AUC.

1.8 AAIMHUHHUCTPATOP 0€30MaCHOCTH

AnMUHHCTpATOp 0€30MaCHOCTH — COTPYAHHUK YUPEKIICHUSI, OTBETCTBEHHBIN
3a ¢ynknuonupopanue C3II[IH, Bkaroyas oOOCTy)XKMBAaHHE M HACTPOMKY
aAMUHHACTPATUBHOM, CEPBEPHOMN U KJIMEHTCKON KOMIIOHEHT.

AnMuHHCTpaTOp 0€30MaCHOCTH 00JIaJaeT CIEAYIOIIMM YPOBHEM JIOCTYIA U
3HAHUM:

- obnamaer npaBamu Angmunuctpatopa AUC;

- obnanaet nmonHou uHdopmarueit 06 AUC;

- UMEET JIOCTYII K CPEJICTBaM 3alUThl HHPOPMAIIUU U TTPOTOKOJUPOBAHUS U
K 9aCTH KJIIOYEBEIX dy1eMeHToB AUC;

- HE UMEET MPaB JOCTyNa K KOHYUTYpUPOBAHUIO TEXHUIECKUX CPEACTB CETH
32 UCKIIFOUEHUEM KOHTPOJIbHBIX (MHCIEKIIMOHHBIX).

AnMUHHCTpATOp OE30MACHOCTH YITOJIHOMOYECH:

- peanu30BbIBaTh TOJHUTHKK Oe3omacHocTu B 4actu Hactpoiiku CK3U,
MEKCETEBbIX PKPAHOB M CHCTEM OOHAPY>KEHHSI aTak, B COOTBETCTBUH C KOTOPHIMU



nosib3oBatenb (Onepatop APM) nomydaeTr BO3MOXHOCTh pabOTaTh C dJIEMEHTAMU
ANC;

- OCYIIECTBIISITh AYJUT CPEJICTB 3aIlUTHI;

- YCTaHaBIIMBAaTh JOBEPUTEIbHBIE OTHOILICHUS CBOEH 3alIUIICHHOW CETH C
JIPYTUMU CETSMHU.

1.9 Onepatop APM

Omnepatop APM — coTpyaHUK YUYpeKIEHHUS, OCYIIECTBISIIONIUI 00paboTKy
[1a. OOpabotka I/l BKiIOYaeT: BO3MOXXHOCTH IipocmoTtpa [1JH, pydHOil BBOI
[T B cucremy AWC, dbopmupoBaHHE CHpPaBOK M OTYETOB MO HH(OpMAIUH,
nonyuyeHHod u3 AMC. Omneparop He HUMEET NOJHOMOYUN MJis YNpPaBJICHUS
noacucreMamu o0padotku nqanubeix U C3I1/1H.

Omneparop AUC obnagaer caeAyronuM ypoOBHEM JIOCTYTA U 3HAHUM:

- o0magaeT BCceMH HEOOXOAMMBIMHU aTpuOyTamMu (Hampumep, MapojeMm),
00eCIeunBaOIIMMHU JIOCTYTI K HEKOTOpOoMY noAMHoxkecTBY [1/1H;

- pacrionaraet KOH()pUICHIIMATbHBIMU JAHHBIMU, K KOTOPBIM UMEET JOCTYII.



5. TPEBOBAHMUA K IIEPCOHAJIY 110 OBECIIEYEHHIO 3AHIUTBI
IIH

Bce corpyaHuku yupexieHus, — sBisomuecs mnonb3oBarensimu AUC,
JOJDKHBI 4YETKO 3HaTh M CTPOTrO BBIMOJHATH YCTAHOBJIEHHBIE TMpaBWia U
00s13aHHOCTH TIO JOCTYMNY K 3alIUIIAeMbIM O0OBEKTaM M COOJIIOJICHUIO MPUHSITOTO
pexuma 6e3onacHoctu I1/1H.

[Ipn BcTymuieHHMM B JIOJDKHOCTH HOBOTO COTPYJIHUKA HEMOCPEICTBEHHBIN
HaYaJIbHUK MOJPA3JEIICHHs, B KOTOPOE OH MOCTYNAaeT, 00s13aH OPraHU30BaTh €ro
O3HAKOMJIEHUE C JOHDKHOCTHOM HMHCTPYKLIHMEW M HEOOXOAUMBIMH JOKYMEHTaMH,
peraamMeHTupyrmuMu Tpeboanus o 3amute [1J{H, a Takke 00yyeHre HaBbIKaM
BBIIIOJIHEHHS TIPOLEAYP, HEOOXOAUMBIX I CAHKIIMOHUPOBAHHOI'O MCIOJIb30BAaHUS
AUC.

CoTpyIHUK JOJDKEH OBITh O3HAKOMJIEH CO CBEACHHUSIMM HACTOSIIEH
[Tonmutuku, npuHATHIX Tpoueayp padots ¢ anemenTamu AUC u C3I1/1H.

CoTpyaHUKH  yUpeXICHHUS, MCHOJB3YIOIIUE TEXHUYECKHUE CpEIcTBa
ayTeHTU(UKALWUU, JOJDKHBl OOECHeuYMBaTh COXPAHHOCTh HJECHTHU(HUKATOPOB
(anexTpoHHBIX Kitoueil) u He nonyckarb HCJl k HUM, a Takke BO3MOXHOCTh UX
yTEpU WM  HWCIOJIB30BAaHUSA TpPeTbUMHU Juuamu. Ilosb3oBaTenu  HeCyT
NEPCOHAIBHYIO0 OTBETCTBEHHOCTH 3@ COXPAHHOCTh UIACHTU(PUKATOPOB.

CoTpyaHUKH  y4YpexXACHMS  JIOJDKHBI  CIIEJOBaTh  YCTAHOBJIEHHBIM
npoueaypaM nojajep:kaHus pexuma OesomacHoctu IIJ[H mpu  BbeIOOpe U
UCIIOJIb30BAaHUU TapoJied (eciau He UCHOJIb3YIOTCS TEXHUYECKUE CpeACTBa
ayTeHTU(PUKALINH).

CoTpyaHUKH YUYpPEKIEHUS JIOJKHBI 00€CleurBaTh HAHJICKANIYIO 3alUTy
o0opy10BaHUs, OCTaBIsIEMOro 0€3 MPUCMOTpPa, OCOOCHHO B TEX ClIydasix, Korja B
MOMEIICHHE UMEIOT JOCTYI MOCTOPOHHUE JHIa. Bee nmonbs30BaTenu AOHKHBI 3HATh
TpeboBanust 1o Oe3zonmacHocTH [I[lH W mpomemypsl 3amuThl 000PYIOBaHUS,
OCTaBJICHHOT'O 0€3 MPUCMOTPA, a TAKKE CBOU 00S3aHHOCTH 110 00ECTICUCHHUIO TaKOMH
3aIUTHI.

CoTpyaHuKaM 3ampeniaeTcss yYCTaHABIMBATH ITOCTOPOHHEE ITPOTrPaMMHOE
o0ecrieueHre, MOJAKIOYaTh JMYHblEe MOOWIbHBIE YCTPOMCTBA M HOCHUTEIH
uH(pOpMaIUH, a TAKKE 3aIUCHIBATh HA HUX 3allUIIaeMyI0 HH(POPMAITUIO.

CoTpynHUKaM 3ampeliaercs pasriamarh 3alldIaecMyo HHGOpMalHIo,
KOTOpasi cTaja MM M3BECTHa NpH padboTe ¢ HMHDOPMAUMOHHBIMH CUCTEMaMU
YUPEXKACHUS, TPETHUM JIULAM.

[Tpu pabore c I1JJn B AUC coTpyaHUKH yupexaeHUs 00s3aHbl 00eCeYnTh
OTCYTCTBHE BO3MOXHOCTH npocMoTpa [IJ[H TpeTbumu nuiiamu ¢ MOHUTOpOoB APM
WM TEPMUHAJIOB.

[Tpu 3aBepuienun pabotsl ¢ AVC corpynnuku 00si3anHbl 3amudtute APM
WA TEPMUHAJIBI C TTOMOIIBIO OJJOKUPOBKH KIIFOUOM MJIM SKBUBAJIEHTHOTO CPEJICTBA
KOHTPOJISI, HalpuMmep, AOCTYIIOM MO TMapoJilo, €CIM HE HCIOJIb3YIoTCs Ooliee
CHJIbHBIE CPEICTBA 3AIUTHI.

CoTpyaHUKH YUPEXKICHUS JODKHBI ObITh TPOUH(POPMUPOBAHBI 00 yrpo3ax
HapylieHus pexuma oe3ornacHocTd [IJIH U OTBETCTBEHHOCTH 3a €ro HapylleHUE.
OHu AOMKHBI OBITH O3HAKOMJICHBI C YTBEPXKIECHHOW (POopMaIbHOW MpOIEaypOou



HAJIOKEHUS AUCITUTUTMHAPHBIX B3BICKAHUN HA COTPYIAHUKOB, KOTOPBIC HAPYIIUIN
MIPUHSATHIC TOJTUTUKY M MPOIEAYPhI Oe3omacHocT [1]1H.

CoTtpynHuku 00s3aHbI 6€3 IpoMeICHUsT cO00IIaTh 000 BCeX HaOJII01aeMbIX
WJIU TIOJI03PUTEIBHBIX citydyasx paboTel AVIC, MOTYIIHX TOBJIEYb 3a COOOM yrpo3bl
oe3omacHoct II/[H, a Takke O BBIIBICHHBIX MMM COOBITHSX, 3aTpardBaroOlInX
oe3omacHocTh [1J[H, pyKOBOJACTBY MOApAa3ACIICHUS M JIMIy, OTBEYAIOIIEMY 3a
HEMEJUICHHOE pearnpoBaHue Ha yrpo3sl Oe3omnacHocT [1]1H.



6. JOJJ’KHOCTHBIE OBSI3AHHOCTH MOJIb30BATEJIEM AUC

JlomxHoCcTHBIE 00si3aHHOCTH nosb3oBareneit AVC onucanbl B CIeAyIOMMX
JIOKyMEHTAaX:

- Unctpykums agmunuctparopa AUC;

- UncTpykuus agmuaucTparopa 6ezonacnoctu AUC;

- Uuctpykuus nonb3oBarens AVC.



/. OTBETCTBEHHOCTDb COTPYJIHUKOB AUC yupexneHus

B cootBeTcTBUM co cT. 24 DenepanbHoro 3akoHa Poccuiickoit denepanuu
ot 27 ntona 2006 r. Ne 152-®3 «O nepcoHaIbHbIX JTAaHHBIX» JIMIIA, BUHOBHBIC B
HapylIieHUH TpeOoBaHMM JaHHOTOo dDenepaabHOTO 3aKOHA, HECYT TPaKIaHCKYIO,
YTOJIOBHYIO, aIMUHUCTPATUBHYIO, JUCHUIUIMHAPHYIO U MHYIO MPETYCMOTPEHHYIO
3aKOHOJATENLCTBOM Poccurickor denepanu OTBETCTBEHHOCTb.

JeticTByroree 3akoHoAaTeNbCTBO PD mo3BossieT mpeabsaBisaTh TpeOOBaHMS
no o0ecnedeHuo Oe3omacHOM paboOThl ¢ 3ammiaeMoil HHGoOpMaluen u
MpeaycMaTPUBAeT OTBETCTBEHHOCTh 3a HAPYUIEHHWE YCTAHOBJIEHHBIX MPaBUII
sKkcruTyaTaiu OBM u cucteM, HempaBOMEpHBIN JOCTYM K HH(GOPMALIUHU, €CIIH 3TU
JIEUCTBUS MPUBEIN K YHUITOKECHUIO, OJIOKUPOBAHUIO, MOAU(pUKAINA HHPOpMaITUn
WM HapyleHuto padotel OBM wnnu cereit (ctatbu 272, 273 u 274 YK PO).

Anvmunuctpatop AMWC, wu  aamuHucTparop  0OE€30MACHOCTH  HECYT
OTBETCTBEHHOCTH 3a BCE JCHCTBHUA, COBEPIICHHBIC OT UMEHHU UX YYETHBIX 3alKCcein
WM CHCTEMHBIX YYETHBIX 3aImcei, ecnu HE JIOKa3aH dakT
HECAHKI[MOHUPOBAHHOI'O MCITOJIb30BAHMS YUETHBIX 3aUCEH.

[Ipu HapylIeHUSX COTPYJHMKAMHU YUpEXKJIeHUA — nosb3oBatene ANC
MpaBWI, CBS3aHHBIX ¢ Oe3omacHOCThiO IIJIH, OHM HecyT OTBETCTBEHHOCTb,
YCTaHOBJIEHHYIO JICMCTBYIOIIMM 3aKOHOAATEIbCTBOM Poccuiickon denepanuu.

[IpuBeneHHBbIC BBINIC TPEOOBAHWS HOPMATHMBHBIX JOKYMEHTOB I10 3aIllUTE
uHpopMaIuu JTOJDKHBL OBITh OTpakeHbl B [loyoKeHUSIX O TOApa3aeICHUIX
yupexJieHus, ocymiectpisonmx o6padborky I/l B AUC u mOMKHOCTHBIX
UHCTPYKIUSAX COTPYAHUKOB YUPEKICHUS.

Heob6xonumo BHectu B IlonokeHuss o moOApa3feieHUsX YUpeKICHUs,
ocymectBisitomiux 00padotky I/l B AUC cBeneHuss 00 OTBETCTBEHHOCTH HUX
PYKOBOJUTENEH U COTPYAHUKOB 3a pa3MallleHUEe W HECAaHKIIMOHUPOBAHHYIO
Moaudukaiuio (uckaxenue, ¢painscudukamnuto) [1/1H, a Takke 3a HEMpaBOMEpHOE
BMEIIIATEILCTBO B MPOIECCH UX aBTOMATU3UPOBAHHON 00pabOTKH.



8. CIMCOK UCITOJIb30OBAHHBIX UCTOYHHUKOB

OCHOBHBIMM HOPMAaTHUBHO-IIPABOBBIMU M METOAMYECKUMHU JTOKYMEHTAMHU, Ha
KOTOpbIX Oazupyetcs HacTosee [lonoxenue sBIsIOTCS:

1 ®enepanbubiit 3akoH ot 27.07.2006 r. Ne 152-®3 «O mnepcoHalbHBIX
naHHbeIX» (manee — @3 «O mnepcoHANbHBIX JIAHHBIX»), YCTaHABIMBAIOIIUNA
OCHOBHBIC TPHUHUMUIILI W YycioBusi oOpaGotku II/IH, mpaBa, oOs3aHHOCTH U
OTBETCTBEHHOCTh YYACTHUKOB OTHOIIIEHUM, CBA3aHHBIX ¢ 00paboTkoii [1/1H.

2 Iloctanosnenue llpaBurtensctBa Poccuiickoit denepanuu ot 1 HOAOps
2012 roma Ne 1119 «O6 yTtBepxkaeHuu TpeOOBaHWN K 3alIUTE MEPCOHAIBHBIX
JaHHBIX TpU HUX 00paboTke B HHQPOPMAIIMOHHBIX CHCTEMax MEPCOHAIBHBIX
JTAHHBIX).

3 Ilpukaz DPCTOK Poccum ot 11 depams 2013 rtoma Nel7 «O6
yTBEpXKACHUM TpeboBaHMN O 3ammre HHPOpPMAIMKM, HE COCTABISAIOIICH
roCyapCTBEHHYIO TaifHy, coJiepKallleiicsi B TOCYIapCTBEHHBIX WH()OPMAIMOHHBIX
CUCTEMAX;

4 «llonoxxenne 00 OCOOECHHOCTSX OOpaOOTKH TMEPCOHAIBHBIX JaHHBIX,
OCYyILECTBIsIEMOM 0€3 MCIOIb30BaHUs CPEICTB aBTOMATHU3AlMM», YTBEPKICHHOE
[Tocranosnennem IIpaBurenscta P® ot 15.09.2008 r. Ne 687.

5 HopmatuBHO-MeTOqMUECKHE JOKYMEHTHl DenepanbHOM CIyKObl 1O
TEXHUYECKOMY M OJKCHEpTHOMY KOHTpoito Poccuiickoit ®enepauuu (naiee -
OCTIK Poccun) no odecneuenuto 6ezomacHoctu I11n mpu ux oopadbotke B AVC:

6 Pexomenmaiuu mo obecreyeHn0 Oe30MacHOCTH MEPCOHATBHBIX JTaHHBIX
npy ux o0pabOTKe B MHPOPMALMOHHBIX CUCTEMAaxX MEPCOHANbHBIX JTaHHBIX, YTB.
3am. gupekropa ®CTIK Poccum 15.02.08 r. (ACII).

7 OCHOBHBIE MEPOTIPUATHS MO OPTAHU3AINN U TEXHHUECKOMY 00ECTICUeHHUIO
0e30MacHOCTH TEPCOHAJIBHBIX JAHHBIX, 00palaThIBa€MbIX B MH(MOPMAILIMOHHBIX
CUCTEMaX MEPCOHAIBHBIX TaHHBIX, YTB. 3aM. nupekrtopa @PCTIOK Poccun 15.02.08
r. (ICII).

8 bazoBass Mozenb yrpo3 0€30MacHOCTH IMEPCOHAIBHBIX JAHHBIX MPH HX
o0paboTke B HMH(POPMAIMOHHBIX CHUCTEMaX IEPCOHAIBHBIX JAHHBIX, yTB. 3aM.
nupektopa @CTOK Poccun 15.02.08 r. (JACIT).

9 Meronuka onpeneiaeHus akTyalbHbIX YIpo3 0€301aCHOCTH IepCOHATbHBIX
JAHHBIX Tpu uX 00paboTKe B HHQPOPMAIMOHHBIX CHCTEMaxX NEPCOHATBHBIX
naHHbIX, YTB. 3aM. aupekTopa @PCTIK Poccum 15.02.08 r. (JACII).



